
For speaker biographies click on underlined speaker names.
08:00 – 09:00 Coffee & Registration
09:00 – 09:10 Exhibition 

Open
Chairman’s Introduction

David Shearer, Chief Executive Officer, (ISC)2

09:10 – 09:20 Opening Ceremony 
Professor Corey D. Schou, PhD,(ISC)², Board Chairman / Director, National Information 

Assurance Training and Education Center, Idaho State University
09:20 – 09:50 Keynote - Current Threats and Collaborative Strategies in Cyber Security 

Dr. Harald Niggemann, Cyber Security Strategist, Federal Office for Information Security (BSI) 
(Germany)

09:50 – 10:20 Keynote - The Cyberpsychology of Information Security: Managing Risk in Leaderless 
Enviornments 

Dr. Ciarán McMahon, Research & Development Co-ordinator (Ireland) 
10:20 – 10:50 Panel - How Can We Secure Tomorrow Today

Chaired by: Adrian Davis, Managing Director EMEA Region, (ISC)2
Joined by: Georg Freundorfer, Director Security EMEA, Oracle; Dr. Sebastian Broecker, Chief 

Information Security Officer, Deutsche Flugsicherung (Germany); Lorenz Kuhlee, Senior 
Investigative Response/Forensic Consultant  EMEA Risk Intelligence Team (RISK) 

Verizon Enterprise Solutions (Germany) and Howard A. Schmidt – Executive Director, SAFECode 
(USA)

10:50 – 11:10 Competition - The Science Behind The Analogies Project 
Bruce Hallas, Founder, The Analogies Project

11:10 – 11:40  Morning Coffee Break
Track 1:

Mobile and Cloud
Chaired by: Richard Nealon, 

Board Member, (ISC)²

Track 2:
Analytics, Forensics & 

Big Data
Chaired by: Diana-Lynn 

Contesti, Board Member, 
(ISC)²

Track 3:
Risk and Governance
Chaired by: Yves Le 

Roux CISM, Co-Chair, 
(ISC)2 EMEA Advisory 

Council
11:40 – 12:10 Best Effort Security Testing 

for Mobile Applications
Everybody knows pre-production 
security testing is crucial especially for 
public applications. Pareto principle 
(that %80 percent of the security risks 
can be found with %20 percent testing 
effort) applies for mobile security 
testing as well. 

• Pareto principle for mobile 
security testing 

• Definition of Best Effort 
Security Testing (BEST)

• Important components and 
framework approach for BEST

Murat Lostar, Founder and 
CEO, Lostar Information 
Security (Turkey) 

Digital Forensics, from 
Floppies to the Cloud: Can 
Darwin Win the Game of 
Digital Evolution?
Since day one of digital data, 
there has been a need for 
criminal, legal or technical 
investigations. Tools have been 
continuously developed and 
enhanced, leading to 
sophisticated frameworks to 
analyse disk drives. Are those 
old-fashioned based tools still 
viable in a Mobile and Cloud-
based world, where data is 
spread apart, where the cost per 
TB for removable storage is 
insanely low, where most 
malware and attacks are evolving 
to avoid leaving traces? This 
keynote will describe new issues 
cybercrime investigators are 
dealing with, and some key 
aspects of solutions that are 
coming to keep the crime low.
Bruno Kerouanton, CISO, 
République et Canton du 
Jura (Switzerland) 

Which Control do I 
Need? Building Fit for 
Purpose Control 
Environments. 
All controls will fail given 
sufficient time. How you 
structure them is vital in 
meeting the risk appetite of 
your organisation

• Define selection 
criteria relevant for 
different types of 
information systems. 

• Determine the 
minimum set of 
controls required to 
provide appropriate 
level of security

• Balance 
standardisation with 
the need of keeping 
organisational waste 
at minimum.
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Yiannis Pavlosoglou, 
Director of IT Risk, 
UBS; Arkadiusz 
Gondek, IT Risk 
Specialist, UBS 
(London)

12:10 – 12:40 We are Visiting the Cloud, are 
you Joining?
• No chance to think - cloud is an 
answer to business needs  
Infosec team challenges
•Practical answers from the field: 
What actions could be taken to 
emphasize due diligence
•Residual risks
Yazan Almasri, Global 
Information Security Director, 
Aramex International - Global 
Support Office (Jordan) 

Big Data - Friend or Foe? 
The talk will look at the 
concept of big data (itâ€™s 
not just about the 
technology) and look at the 
practical applications that 
have delivered real world 
benefit as well looking at the 
wider implications of 
organisations embarking on 
a big data projects.      

Brendan Byrne, Partner, 
Bridewell Consulting (UK)

Embracing the Fog 
From Panicking about 
Risk, towards 
Integrating 
Uncertainty and 
Opportunity into GRC 
With the already existing 
need to move away from 
top-down GRC with its 
hierarchical command-
and-control styles of 
management over fte-
resources, to 
management of an 
almost free-for-all of 
knowledge workers. 
Remaining in control will 
still be the goal indeed, 
but that work will change 
quite radically. This 
presentation will 
demonstrate the why 
and how, and how 
management can and 
has to be transformed to 
an integrated, facilitating 
style, where the experts 
do their work and the 
manager does the risk 
management, brushing 
off the roughest edges.
Ir.drs. Jurgen van der 
Vlugt, Independent 
Consultant, Maverisk 
(The Netherlands 

12:40 – 13:40 Lunch Break
13:40 – 14:10 The Virtual World Exposed: 

Hacking the Cloud
This presentation will take you on a 
journey and show examples of 
vulnerabilities that are being used on a 
daily basis to compromise digital 
assets, cloud and virtual environments. 
Live Hacks will be conducted during the 
presentation to show how a click of a 
mouse button can take a business into 
Breach Trauma in seconds.
Jason Hart, CTO, Identity and 
Data Protection, Gemalto 
SafeNet (UK)

The Legal Risks of Big 
Data and Automated 
Decisions
An increasing number of business 
decisions are automated with the 
help of Big Data. Which customer 
should be granted credit? Which 
employees should be considered 
for promotion? EU data protection 
law puts tight limits on 
automating some if these 
decisions if they have an impact 
on individuals. •Prohibition of 
automating individual decisions 
under the EU Data Protection 
Directive • Possible exceptions 
and compliance solutions • The 
new legal framework for 
automated decisions and profiling 
under the General Data Protection 
Regulation
Dr. Lukas Feiler, 
Associate, Baker & 

Security Metrics – 
Keep it Simple
Security Metrics are often 
considered the holy grail of 
security: “to measure is to 
know”. But what are good 
security metrics? Do we want 
the whole story (which 
requires a massive measuring 
effort) or do we settle for 
more indicative metrics 
(allowing to focus on actual 
security activities instead of 
measuring everything)? 

• The past two years 
KPN has been 
actively 
implementing a new 
comprehensive 
security policy



McKenzie - Diwok 
Hermann Petsche 
(Austria)

• After having focused 
on policy 
implementation 
activities in the first 
phase, the second 
phase focused on 
security metrics, to 
allow senior 
management to 
steer

Jeroen Dits, CISO 
Office | Strategy & 
Policy, KPN (The 
Netherlands) 

14:10 – 14:40 IAM Requirements and KPIs 
From senseless measuring to senseful 
KPIs, a case study looking at how to
derive Key Performance Indicators 
(KPIs) and requirements. •Coming up 
with right KPIs •Different steps in the 
KPI process. The approach orientates 
on different methodologies and ISO 
2700x standards and combines them. 
Also discussed will be how theses KPIs 
and the containing metrics can be used 
for Information risk management. 
Matthias Muhlert, IT Security 
Manager, VP, UniCredit Bank 
AG (Germany)

Forensics and Analysis & 
the Evolving Cyber 
Security Profession
• Information security cyber-
crime trends, its prevention & 
detection 
• Examples of NIST NICE 
forensics and analysis
• Current state of affairs in 
relation to managing 
forensics and big data 
programmes 
• National programmes to 
improve and test resilience to 
cyber attack
Geoff Harris, Member, 
(ISC)² European Advisory 
Board; CEO, Alderbridge & 
Director, ISSA 
International Board (UK)

Making Sustainable 
Progress in 
Implementing ICS 
Cybersecurity
Industrial Control Systems’ 
end users today have a 
choice of more than 20 
cybersecurity standards with 
no single standard meeting 
their complete requirements.  
Building the case on IT’s 
matured frameworks (COBIT, 
TOGAF, ITIL), Rabbani 
revisits the often forgotten 
role of QA in making 
sustainable progress in 
implementation of 
Cybersecurity measures.    

Syed Rabbani, 
Information Assurance 
and ICS Cybersecurity 
Specialist (Kuwait)

14:40 – 15:10 Afternoon Tea Break
15:10 – 15:40 Keynote - ICT on the Edge: Providing Efficient Solutions for Clients in Extreme 

Conditions
Gianluca Moroni, ICT & Field Specialist, United Nations (Italy)

15:40 – 16:10
Keynote Information Security in Nuclear Facilities: Notes from a High Threat, Highly 

Regulated Industry
Andrea Cavina, Nuclear Security Professional, coresecure.org 

16:10 – 16:40 Keynote – How I Hacked My Home
David Jacoby, Senior Security Researcher, Kaspersky Lab (Sweden)

16:40 – 17:00 Close of Day
 18.00  Coaches Depart Hotel

18:00 – 19:00 Evening Reception
Led by: Adrian Davis, Managing Director EMEA, (ISC)2

19:00 – 21:00 Dinner 


